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Anne Genge - How Can You Protect Yourself Against the Latest Iterations of

Ransomware?
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You must have your head in the sand and if you're not hearing and reading
every day in the media that cybersecurity is a huge issue in society, not just in
healthcare or dentistry. | want to bring the Canadian dentists and dental team
up to date with major issues in Cybersecurity, so I've invited a great friend of
Oasis Anne Genge who's a certified privacy and security professional to come
back and answer some questions for us. Anne Genge, you've been kind enough
to talk to us here on Oasis before about Ransomware, but from what | see,
Ransomware is always changing its face and there's new approaches being
dreamed up on a weekly basis. Could you tell us how to protect ourselves
against the latest iterations of Ransomware?

Yes. Well, you're absolutely right. They are changing. The criminals that are
delivering this type of virus, they're getting better and better at it. There's two
parts. One is protecting yourself in the first place, and the second part is how do
| recover if it does get through. The first part is addressed by the same things
that we've talked about in the past really, and that is really making sure that our
staff understand that anything coming through email that has attachments or
links in it, unless you're absolutely sure who and why that was sent, delete it
and then contact the person who supposedly sent it and make sure that it was a
valid email to begin with. The second thing is to avoid just random surfing, avoid
going to our web mail on the business systems. Really keep the business
systems and the Internet on those systems specifically and really limited to
business.

Now, if something's still gets through, you know, we need to have good
disaster-recovery plan and that comes from having great backup strategies. And
| would say, you know, buy as many backups, many different types of backups
as you can and that would range from drives that you take home to accessing a
cloud-based backup solution to nowadays, which is becoming more and more
popular because it's available for dentistry, and that is virtualized backup, which
essentially puts a little baby computer next to your server and allows you to just
switch over to that instead, if something happens to the server. And what's
beautiful about that scenario is that it allows people to keep on working, even
taking x-rays when the main server is down. and of course, just to circle back to
the beginning part, antivirus is extremely important and keeping that software
up to date also. Again, spend as much as you can on your antivirus and anti
malware type software and you should have some good success.

So, if | asked you for a good tip for an antivirus software, what would you advise
me?
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Well, in my company we use a real-time monitored and maintained type of
antivirus that leverages automation and machine learning, so that it is able to
bring its antivirus intelligence from almost 900 million computers worldwide.
And what that means is that the minute a machine somewhere in the world is
infected with a certain type of virus, our dental systems get that update real
time. And so they're protected as well. So, you want something that really
leverages a web-based type protection.

Anne, a light question just to finish off, what's the most creative Ransomware
approach you've seen recently?

Oh, the most creative approach now is that Ransomware can be delivered and
live in the actual ram of the computer as necessarily as a file in the hard drive.

And so, a lot of antivirus programs are not picking it up.

So, you got to be really well protected, tail well covered and you've got to do
everything you can to prevent Ransomware.

Absolutely.
Anne Genge, thank you very much for this interview.

Thank you John



